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Overview

The following section is a brief statement relating the purpose of the SOP as well as any relevant
background information:

Use this procedure to report and forward potential SPAM, JUNK and or PHISHING emails as an
attachment.

Scope

The following section identifies the intended audience and use of the SOP:

All CSCC employees and or students that receive potential SPAM, JUNK and or PHISHING emails.

Procedure

The following section defines the actual steps that need to be taken in order to accomplish the task
defined by this procedure:

OUTLOOK
1. Click on the email message that is potentially a SPAM, JUNK or PHISHING message

Send / Receive Folder View Adobe PDF 'D Tell me what you want to do...

== ’T‘llj & Ignore x [;] fI_J_/] t_\l [ Meeting [ Tickets & To Manager
K .I:I' = Clean Up~ b e (I- : 9d ’:I‘(-,-IIM = Team Email v Done

ew ew elete eply Reply Forwar ) =
Eeh i & Junk - Al =l More - E}- Reply & Delete ¥ Create New -

New Delete Respond Quick Steps L
= £

4 Favorites Al Unread

Inbox 80 1 )@ |FrOM | suBIECT

Sent ltems 4 Date: Today

Drafts [3] - John Student Phishing email

2. Click More on the tool board, and Forward as Attachment

Send / Receive Falder View Adobe PDF Q Tell me what you want to do...

: : = = = _ ; o =
] ,._| T Ignore x - | (l__el I__QI [E% Meeting Tickets &3 To Manager
K ‘N. 7 Clean Up~ B o ol 5 G5 M - ET Team Email v Done
= 2w elete eply Reply Forwar )
Email ftems~ @ Junk~ Al [E5] More ~ & Delete  f Create New
New Delete Respond @ Forward as Attachment wick Steps
4 Favorites * | Al Unread L cal 4
Inbox 80 1% 0w |FrOM | suBIECT
Sent ltems 4 Date: Today
Dirafts [3] John Student Phishing email
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WEB OUTLOOK

1. Compose a “New” email message

Outlook

Search Mail and People ﬁ & New |V & Mark all as read

2. Edit the new message in a separate window by clicking on the cascaded windows

i Send [ Attach ¥  Protect Discard sss ‘ Q x

To Bce

3. Click and Drag the email message from your inbox to the new email message

.

@ New |V £3 Mark all as read
Cc
Inbox
Tomorrow
‘ John Student Phishing email « Sample phishing email Be . . %
w7 Phishing email
hd KB v
REPORT SPAM:

Forward a copy of the email message, as an attachment:

junk@office365.microsoft.com

REPORT PHISHING:

Forward a copy of the email message, as an attachment:
abuse@cscc.edu
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